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Examination & Analysis Setup (EAS)
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Exam. & Analysis Setup (EAS)
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FSLab#
Forensic Scientist Name

EAS #

Equipment

Version

Notes

1

Electronic Case File (ECF)

N/A
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IE - Analog Storage Device
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Forensic Scientist Name
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Onboard Write-Protection
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Initial Examination - Computer Device
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IE - Computer Device
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FSLab#
Forensic Scientist Name

Item #

Sub-ltem #(s)

BIOS / Interface

Access Method

Version

System Date/Time

Current Date/Time (ET)

Time Difference (hh:mm:ss)

N/A

N/A

N/A

Boot Sequence

Security Measures

Overwrite — Status/Schedule

Notes
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Initial Examination - Digital Storage Device
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IE - Digital Storage Device
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FSLab#
Forensic Scientist Name

Item #

Interface

Type

Storage Capacity (Listed)

Storage Capacity (Actual)

# of Partitions / Sessions

Notes

Analyzed Partitions / Sessions

Item #

Partition #

Size (Bytes / Sectors)

Label

Bootable?

Security Measures

File System

Operating System (OS)

0S Installation Date/Time (ET)

System Time Zone

User Accounts
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Initial Examination - Mobile Device

DME Analytical Notes

IE - Mobile Device
Printed: 11/6/2015

FSLab#
Forensic Scientist Name

Item #

Service Provider (Carrier)

Network Type

SIM Card?
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Security Measures

Isolation Method(s)

File System

Operating System (OS)

System Date/Time

System Time Zone

Current Date/Time (ET)

System Settings
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Data Acquisition
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Data Acquisition
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Video Analysis

DME Analytical Notes

Video Analysis
Printed: 11/6/2015

FSLab#
Forensic Scientist Name

Item #

Recording #

Recording Name

Format

Codec

Proprietary Player

Pixel Dimensions (Width)

Pixel Dimensions (Height)

Display Aspect Ratio (DAR) (Decimal) N/A N/A N/A
Display Aspect Ratio (DAR) (Ratio) N/A N/A N/A
Display Aspect Ratio (DAR) (Other)

Frames Per Second (FPS)
Duration (hh:mm:ss.ms)
Frame Count (Calculated) N/A N/A N/A

Frame Count (Other)

Record Mode

Security Measures

Color?

Black & White?

Infrared?

Quad?

Multiplexed/Switched?

Number of Cameras

Audio Present?

Area of Interest (Aol)

Notes
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General Analysis
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FSLabi

Forensic Scientist Name

General Analysis

Item #(s)
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Examination Results & Evidence Sources
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Exam. Results & Evid. Sources
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FSLab#
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Examination Results

Evidence Sources

Notes
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Examination Results Verification
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Exam. Results Verification
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DME Analytical Notes Appendices
Printed: 11/6/2015

FSLab#
Forensic Scientist Name
Appendices
# Name Description
1|FSLab#_Analytical Notes-Appendix_1 Contains pictures of equipment-settings-and/or equipment output.
2
3
4
5
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DME Analytical Notes Communications
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FSLab#
Forensic Scientist Name

Communications

# Date Description

1

2

3

4

5
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Examination & Analysis Complete

DME Analytical Notes

Examination & Analysis Complete
Printed: 11/6/2015

FSLab#
Forensic Scientist Name

Examination Results Media Description EAS #(s)
Archive Type
Archive Name N/A
Password N/A
Source/Archive CRC32 Value
Archive File Hash Value
Production Method
Production Verification Hash Value
Return Method Returned [w/in / attached to] Container # N/A
Notes N/A
Evidence Sources Media Description EAS #(s)
Designation DME_[#] N/A
Archive Type
Archive Name N/A
Password N/A
Source/Archive CRC32 Value
Archive File Hash Value
Production Method
Production Verification Hash Value
Return Method Returned [w/in / attached to] Container # N/A
Notes N/A
Electronic Case File [ECF] Media Description EAS #(s)
Archive Type
Archive Name N/A
Password N/A
Source/Archive CRC32 Value
Archive File Hash Value
Production Method
Production Verification Hash Value
Notes N/A

End of Notes
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DME Analytical Notes

Fields

Printed: 11/6/2015

# | Container Type Item Category Item Type Item Onboard Wri ection | Interface | Interface Type | Yes / No Service Provider Network Type Type Status Archive Type Production Method
1 [None Audio Cassette All-In-One 3A Media Produktion 7-Zip (72) Tab-In Firewire |1.1 Yes Alaska Wireless Network CDMA Clone Approved 7-Zip (7Z) archive Burned archive and hash file to Blu-ray disc (BD)
2 [SBB Conducted Electrical Weapon (CEW) Black & White ABS Computer T Acoustica Basic Edition (ABE) Tab-Out IDE 2.0 No Appalachian Wireless GSM File System Disapproved Encrypted and password-protected, 7-Zip (7Z) archive Burned archive and hash file to compact disc (CD)
3 [sBPB Data Cartridge Blu-ray Disc (BRD) Acer Acrobat Pro (AcP) Tab Removed by Examiner __|SAS 3.0 N/A Assurance Wireless (Sprint Corporation) N/A Logical Encrypted and password-protected, self-extracting 7-Zip (72) archive Burned archive and hash file to digital versatile disc (DVD)
4 |SBX Desktop Computer Color ADATA Adroit Photo Forensics (APF) N/A SATA 1.8" AT&T Mobility Other Physical ZIP archive Burned archive and hash file to dual-layer Blu-ray disc (BD-DL)
5 [SEN Digital Camera Compact Disc (CD) Adivan High Tech AG Advanced EFS Data Recovery (ADR) Other SCSI 2.5" Bluegrass Cellular N/A Encrypted and password-protected, ZIP archive Burned archive and hash file to dual-layer digital versatile disc (DVD-DL)
6 |SPB Digital Video Recorder (DVR) Digital Video/Versatile Disc (DVD) Advance Mega Magnetic Media Co. AudioPro (AP) usB 3.5" Boost Mobile (Sprint Corporation) Other N/A Burned archive and hash file to quad-layer Blu-ray disc (BD-QL)
7 [spLe Flash Memory Feature Phone Advanced Digital Media S.r.I. Audition (AU) N/A eSATA C Spire Wireless Other N/A
8 [sws Hard-Disk Drive (HDD) Micro Computer. Advanced Micro Devices (AMD) Autopsy (AT) Other Micro Cellcom Other
9 [swen Laptop Computer Micro SD Advanced Optical Disc AVS Media Player (AMP) Mini Cincinnati Bell Wireless
10 [SWPB Mobile Phone Mini Computer AEG Cain and Abel (CA) Nano Clearwire (Sprint Corporation)
11 [SYEN Player Mini SD Aigo CARDINAL AudioLab (CAL) ZIF Cricket Wireless (AT&T Mobility)
12 |N/A Netbook Computer SD Alcatel Chip-Off (CO) N/A Frawg (ntelos)

13 [Other Network-Attached Storage (NAS) SIM Aleutia ClearID (CID) Other GoSmart Mobile (T-Mobile US)
14 Optical Disc (OD) Smartphone Alienware COFEE (CFE) MetroPCS (T-Mobile US)
15 Printout N/A AMAX Information Te dcfldd (DCFLDD) nTelos
16 Server Other Angelbird Te i Dcode (DC) SouthernLINC
17 Solid-State Drive (SSD) Anyang Sunny Mastering Products Co., Ltd. dd (DD) Sprint Corporation
18 Tablet AOpen ddrescue (DDR) T-Mobile US
19 Universal Integrated Circuit Card (ICC) Apacer DEFT Linux (DL) U.S. Cellular
20 Video Cassette Apple Device Seizure (DS) Verizon Wireless
21 Video Game Console Archos Disk Utility (DU) Virgin Mobile USA (Sprint Corporation)
22 Workstation Computer ASRock DME-COMPUTER-1 (DC1) N/A
23 N/A Asus DME-COMPUTER-2 (DC2) Other
24 Other AVADirect DME-COMPUTER-3 (DC3)

25 Averatec DME-COMPUTER-4 (DC4)

26 Axiom DME-COMPUTER-5 (DC5)

27 AXIOO International DME-COMPUTER-6 (DC6)

28 BBK DME-COMPUTER-7 (DC7)

29 BeAll Developers, Inc. DME-COMPUTER-8 (DC8)

30 Belinea DME-MOBILE-1 (DM1)

31 BenQ DME-MOBILE-2 (DM2)

32 BlackBerry DME-MOBILE-3 (DM3)

33 BLU DME-VIDEO-1 (DV1)

34 Brondi DME-VIDEO-2 (DV2)

35 Buffalo Technology dTective Avid AVX Plugins (DT)

36 Bull dTective ClearID Avid AVX Plugins (DT-CID)

37 CDA Datentréger Albrechts GmbH DVR Pro (DP)

38 CECT Elcomsoft iOS Forensic Toolkit (EIFT)

39 Celkon Mobiles Elcomsoft Phone Password Breaker (EPPB)

40 Centon Electronics, Inc. EnCase Forensic (EF)

41 Chaintech Epilog (EG)

42 Chassis Plans Fil ile Forensic (FMF)

43 Cherry Mobile Foremost (FT)

44 Chetan Forensic Toolkit (FTK)

45 Chillblast Forensic Toolkit Imager (FTK-I)

46 Chin Shing Manufacturing Ltd. Forensic Toolkit Imager Lite (FTK-IL)

47 China East Technology Forensic Toolkit Registry Viewer (FTK-RV)

48 Chip PC FreeC XE (FC)

49 Clevo FreezeFrame (FF)

50 CMC Magnetics Corp. Gspot (GT)

51 Compagq (GM)

52 Computerskill Ltd. HashMyFiles (HMF)

53 Concurrent Technol Helix 3 Pro (HP)

54 Corsair Memory HstEx (HX)

55 Cray iLook (IL)

56 Creation-Optical Greece SA ImgBurn (IB)

57 Crucial Internet Evidence Finder (IEF)

58 Curtiss-Wright IrfanView (IV)

59 CyberPowerPC IsoBuster (ISB)

60 Datapulse Technology Ltd. John the Ripper (JTR)

61 Dataram JTAG (JTAG)

62 DATAREX S.r.l. Kaspersky Internet Security (KIS)

63 Daxon Technology Inc. Live View (LV)

64 DBTel Log Parser (LP)

65 Dell MacForensicsLab (MFL)

66 Delphi Technology Inc. Macintosh Forensic Suite (MFS)

67 Digital Data Tec Sdn Bhd MacMarshal (MM)

68 Digital Storage Co., Ltd MacQuisition (MQ)

69 Disturbed PC Media Composer (MC)

70 DogHouse Systems (M1)

71 Dopod MFT Hex Chomper (MHC)

72 Doro MFT (MS)

73 DTAC Phone MHDD (MHDD)

74 EDD Bizz GmbH Microsoft Access (MA)

75 Elitegroup Computer Systems (ECS) Microsoft Excel (ME)

76 Elpida Memory MOBILedit! Forensic (MEF)

77 E-TEN NetAnalysis (NA)

78 E-Top Navigator Technology Inc. NetClean Analyze (NCA)

79 Euro Digital Disc Manufacturing GmbH Notepad-++ (NP)

80 Euro ivision Ltd. NowSecure Forensics (NSF)

81 Evans & Sutherland Nuix Evidence Mover (NEM)

82 Everex Nuix Investigator (NX)

83 Evertek Nuix Proof Finder (NPF)

84 Eximpo AS Oxygen Forensic SQLite Viewer (OFSV)

85 Factory Group S.A. Oxygen Forensic Suite (OFS)

86 Fairphone Paladin (PL)

87 Falcon Northwest Passware Kit Forensic (PKF)

88 Falcon T I International L.L.C. Password Recovery Toolkit (PRTK)

89 FIC Photoshop (PS)

90 Finex Disc Technology Rainbow Tables (RT)

91 Firefly Raptor (RP)

92 Fortis Technology Co. Ltd Registry Recon (RR)

93 Fortune RIFF Box (RB)

94 Freecom SAMinside (SI)

95 FTI Falcon T SANS Investig: Forensics Toolkit - SIFT (SIFT)

96 Fujifilm Scalpel (SP)

97 Fujitsu SecureView (SV)

98 Fusion-io Simple Carver Suite (SCS)

99 G.Skill SMART (SMART)

100 Garmin SPADA (SPADA)

101 Gateway SQLite Expert i (SEP)

102 GeeksPhone StarWitness (SW)

103 General Magnetics Ltd. System Acquisition Forensic Environment Boot Disk (SAFE)

104 Giant Base Technology Ltd. Talon (TL)

105 Gigabyte Talon Enhanced (TLE)

DME Analytical Notes

Issued by Physical Evidence Program Manager
Issue Date: 06-November-2015

DFS Document 242-F113

Revision 1

Page 18 of 21



DME Analytical Notes

Fields
Printed: 11/6/2015

# | Container Type Item Category Item Type Item i Onboard Wri ection | Interface | Interface Type | Yes / No Service Provider Network Type Type Status Archive Type Production Method
106 Gigabyte Technology TeraCopy (TC)
107 Gigastorage Corp. TestDisk (TD)
108 Global Digital Disc GmbH & Co. KG The Coroner's Toolkit (TCT)
109 Gradiente The Farmer's Boot CD (FBCD)
110 Grand Technology Co. Ltd. The Sleuth Kit (TSK)
111 Greenliant Systems UFED Physical Analyzer (PA)
112 Gresso UFED Touch Ultimate (UT)
113 Groupe Bull Ultrabay Il Forensic Bridge (UFB)
114 Grundig Mobile USBDeview (UD)
115 G-Technology VideoFocus Pro (VFP)
116 Guangdong Geerda Science & Technology VideoPro (VP)
117 Yuedong Magn ic Co. VideoToaster (VT)
118 Haier VirtualDub (VD)
119 Hammervault VLC Media Player (VLC)
120 Handsfull Technology Corp./Vakoss VMWare (VM)
121 Hardcore Computer Windows Registry USB WriteProtect (WRUB)
122 Hasee WinFE (WFE)
123 HCL Wireshark (WS)
124 Hellodisc Technology Co., Ltd XRY / XACT (XRY / XACT)
125 Henan Standard Disc X-Ways Forensics (XWF)
126 Hewlett-Packard XRY / XACT (XRY / XACT)
127 HGST X-Ways Forensics (XWF)
128 Hitachi N/A
129 Hitachi Global Storage Te Other
130 Hitachi Maxell Ltd.
131 HK Computer Instrument
132 HP
133 HTC
134 Huawei
135 Hynix
136 Hyundai
137 iball
138 1BM
139 iBUYPOWER
140 IGEL
141 Indilinx
142 Infineon
143 Info Source Storage Media Ltd
144 I
145 infosmart Technology Ltd, subsidiary of Mega Century
146 Intel
147 Inter Media Co., Ltd.
148 Inventec
149 loSafe
150 Itautec
151 Jablotron
152 Jetta International
153 Jet-Thai Hi-Tech Co., Ltd.
154 Jilin Qingda Optical Disc
155 John's Phone
156 Jolla
157 Just5
158 Karbonn Mobiles
159 KHypermedia Corporation
160 Kingston
161 Kingston Technology
162 KODA Technology Limited
163 Kohjinsha
164 Kontron AG
165 KT Tech
166 K-Touch
167 Kunshan Hutek Co., Ltd.
168 K-Well Corporation
169 Kyocera
170 Kyocera Communications
171 Kyoto Electronics
172 LaCie
173 Lanix
174 Lanner Electronics
175 LanSlide Gaming PCs
176 Lead Data
177 Lena Optical Disc
178 Lenovo
179 Lexar
180 LG
181 Lingstar Enterprises Ltd.
182 Link Pacific Holdings Ltd.
183 LS| Corporation
184 Lumigon
185 M Dot
186 M3 Technology
187 Maingear
188 MAM-A / CSI
189 Maoming Gainfast Science & Technology Dev. Co., Ltd.
190 Maxdata
191 Maxell Ltd.
192 Maxtor
193 MDA Technology
194 MDG Computers
195 MediaStar Technology Ltd.
196 Medion
197 Medisk
198 Meebox
199 ia Corp.
200 Meizu
201 Melody Technology Corp.
202 Memoright
203 Mesh Computers
204 Micro Center
205 Micro Galaxy International Co. Ltd.
206 Micromax Mobile
207 Micron
208 Micron Technology
209 Micro-Star International (MSI)
210 Mirage Recordable Media
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DME Analytical Notes

Fields
Printed: 11/6/2015

# | Container Type Item Category Item Type Item Onboard Wri ection | Interface | Interface Type | Yes / No Service Provider Network Type Type Status Archive Type Production Method
211 Mirex Company Ltd.
212 MITAC
213 bishi Chemical Infonics Pte. Ltd.
214 Mitsubishi Electric Corporation
215 bishi Kagaku Media Co., Ltd.
216 mic
217 MobiWire (formerly Sagem Wireless)
218 Monix PC
219 Mosel Vitelic Corporation
220 Moser-Baer India Ltd.
221 Motion Computing
222 Motorola
223 Motorola Mobility
224 MPO Media
225 Co., Ltd.
226 Mushkin
227 Must Tech
228 MyPhone
229 Nan Ya Plastics Corp.
230 Nautiz by Handheld Group
231 NEC
232 NEC Casio Mobile Communications
233 Neo
234 New Star Digital Co. Ltd.
235 Nexian
236 Nokia
237 Novatech
238 0CZ Technology
239 Olidata
240 Olivetti
241 Onda Mobile Communication
242 Onida Electronics
243 OPPO Digital
244 Optical Digital Tec ies S.A.
245 Optodisc Technology Corp.
246 Oracle
247 Origin PC
248 Overdrive PC
249 Packard Bell
250 Palm
251 Panasonic
252 Pangol MediaTec
253 Panstar Electronic Co.
254 Pantech
255 PC Case Gear
256 PC Specialist
257 Pengo Tec
258 Penmax Tec ies Corp.
259 Philips
260 Phoenitech Ltd.
261 Pioneer El. Corp. Business Systems Div.
262 Plaisio
263 Plasmon Data
264 PNY
265 PNY Technol
266 Polytron
267 Pop Media Technology
268 Positivo Informatica
269 Princo Corp. Data Storage Division
270 Prodisc Technology Inc.
271 Promedia International Ltd.
272 Promise Technology
273 Psychsoftpc.[1]
274 Pte. Ltd.
275 Puget Systems
276 Quanta Computer
277 Radius Co., Ltd.
278 Rambus
279 Ramtron International
280 Razer
281 Reliance Communications
282 diti
283 Renesas Technology
284 Research Machines
285 Ritek Corp.
286 Ritek Vietnam Company Limited
287 Ritek/RiDATA
288 R-Planet
289 RunCore
290 Sager Notebook Computers
291 Sagetel formerly Ningbo Bird
292 Samsung
293 Samsung Electronics
294 SandForce
295 SanDisk
296 Sanyo
297 Sapphire Technology
298 Saturn PCS
299 Scan International
300 Seagate Technology
301 Shantou S.E.Z. Wo Hing Radio & Video Co., Ltd.
302 Sharp
303 Shenzhen SG&SAST Digital
304 Shing Hae Technology Co.
305 Shuttle
306 SiComputer
307 Silicon Graphics (SGI)
308 Silicon Power
309 Simmtronics
310 Simpletech
311 Siragon
312 Sitronics
313 Skytech Media Ltd.
314 Sonim
315 Sony
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DME Analytical Notes

Fields

Printed: 11/6/2015

# | Container Type Item Category Item Type Item Onboard Wri ection | Interface | Interface Type | Yes / No Service Provider Network Type Type Status Archive Type Production Method
316 Sony Corp.
317 Sony DADC Austria AG
318 Sony Mobile Communications
319 STEC, Inc.
320 Strontium Technology
321 Super Talent
322 Supermicro
323 SuperTalent
324 Swing Technology Ltd.
325 Symphony
326 System76
327 Systemax
328 TabletKiosk
329 Tadpole Computer
330 Taiyo Yuden Co. Ltd.
331 Tarako International
332 TASER International, Inc.
333 TCL Corporation
334 Techno Plus SpA
335 Tecno[1]
336 Telefunken
337 Telit
338 Teltron S.A.
339 Texas Memory Systems
340 Thomson
341 Thuraya
342 Toshiba
343 Transcend
344 Transcend Information
345 Trendes d.o.o/Anni
346 TriGem Computer
347 True Phone
348 Twig Com (formerly known as Benefon)
349 Tyan
350 UL TRAN Technology & Service Corp.
351 UmeDisc Ltd.
352 Unisys
353 Universal Asia Technology Co.
354 UniversalDisc
355 Ural Electron Plant Ltd.
356 V3 Gaming PC
357 Velocity Micro
358 Verbatim
359 Verbatim Americas, LLC
360 Verbatim Australia Pty. Ltd.
361 Verbatim Corporation
362 Verbatim Limited
363 Vertu
364 Verzo
365 VIA Tec
366 Videocon
367 Videolar SA
368 ViewSonic
369 Viglen
370 Viking Modular Solutions
371 Violin Memory
372 Vitelcom
373 Vizio
374 Walton
375 Wellcom
376 Western Digital
377 WidowPC
378 Winbond
379 Wing Shing Optical Disc Co. Ltd
380 Wintec Industries Inc.
381 Wipro
382 Wistron
383 Wortmann
384 Wyse Technology
385 Xiaomi Tech
386 Xidax PCs
387 Xolo
388 Yota
389 Zalman
390 Zenith Computers
391 Zhanijiang Hualijin
392 Zonda
393 Zoom
394 Zoostorm
395 Zotac
396 ZTE
397 N/A
398 Other
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