Case Information

DME Analytical Notes

FS Lab #

Forensic Scientist Name

Court Ordered?

Broad Request?

Agency Case #

Examination Started

Examination Completed

Appendices
# Name Description
1 |Appendix 1 Contains pictures of equipment settings and/or equipment
output.

2

3

4

5

Examination Results (ER)

Item #(s)

Name

Description

VB |WIN|F |3

Examination Results Preliminary Review

Case, App., ER, & Preli. (CAP)

Printed: 4/28/2020

Date

Reviewer Name

Reviewer Initials

Status

Notes
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Container Description

DME Analytical Notes

Submission # | Container # Container Type Seal Upgraded? Date Opened Item #(s) in Container Notes
Item Description
Item # Agency Item # | Agency Description | DFS Description Type Manufacturer Model Unique ID(s) | Sub-Item #(s) | Area of Interest (Aol) | Status Notes
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Equipment Utilized (EU)

DME Analytical Notes

Item #(s)

Equipment

Version

Notes

O[N] |WIN|F |3+

=
o

[y
=

[N
N

[EEN
w

[EEN
S

[EEN
w

[N
(e}

[EEN
~

[N
co

[EEN
o

N
o

242-F113 DME Analytical Notes
Issued by Physical Evidence Program Manager
Issue Date: 10-April-2020

Qual

trax ID 2868

Qualtrax Revision 11

Page 3 of 16



Initial Examination (IE) - Analog Storage Device

DME Analytical Notes

Item #

Onboard Write-Protection

Recording Capacity

Record Mode

Quad?

Multiplexed/Switched?

Notes
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Initial Examination (IE) - Computer Device

DME Analytical Notes

Item #

EU

Firmware / Interface

Access Method

Version

System Clock Setting

System Date/Time

System Time Zone

Current Date/Time (ET)

Time Difference (hh:mm:ss)

N/A

N/A

N/A

System Settings

Boot Sequence

Security Measures

Logs Present?

Overwrite — Status/Schedule

Export Options

Notes

Item #

EU

Firmware / Interface

Access Method

Version

System Clock Setting

System Date/Time

System Time Zone

Current Date/Time (ET)

Time Difference (hh:mm:ss)

N/A

N/A

N/A

System Settings

Boot Sequence

Security Measures

Logs Present?

Overwrite — Status/Schedule

Export Options

Notes

242-F113 DME Analytical Notes
Issued by Physical Evidence Program Manager

Issue Date: 10-April-2020

Qualtrax ID 2868
Qualtrax Revision 11
Page 5 of 16



Initial Examination (IE) - Mobile Device

DME Analytical Notes

Item #

EU

Service Provider (Carrier)

Network Type

(u)icc?

Expansion Card?

Security Measures

Isolation Method(s)

Operating System (OS)

OS Installation/Reset Date/Time (ET)

System Clock Setting

System Date/Time

System Time Zone

Current Date/Time (ET)

Time Difference (hh:mm:ss)

N/A

N/A

N/A

System Settings

MDN / MSISDN

Device Profiles / User Accounts

Notes

Item #

EU

Service Provider (Carrier)

Network Type

(u)yicc?

Expansion Card?

Security Measures

Isolation Method(s)

Operating System (OS)

OS Installation/Reset Date/Time (ET)

System Clock Setting

System Date/Time

System Time Zone

Current Date/Time (ET)

Time Difference (hh:mm:ss)

N/A

N/A

N/A

System Settings

MDN / MSISDN

Device Profiles / User Accounts

Notes
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DME Analytical Notes

Initial Examination (IE) - Digital Storage Device

Item # EU Interface Form Factor Storage Capacity (Listed / Actual) # of Partitions / Sessions Notes

Analyzed Partitions / Sessions / Volumes
Item #
EU
Partition / Session #
Volume
Size (Bytes / Sectors)
Label
Bootable?
Security Measures
File System
Operating System (0S)
0S Installation Date/Time (ET)
System Time Zone
User Accounts
Notes

Item #
EU
Partition / Session #
Volume
Size (Bytes / Sectors)
Label
Bootable?
Security Measures
File System
Operating System (0S)
0S Installation Date/Time (ET)
System Time Zone

User Accounts
Notes
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Data Acquisition

DME Analytical Notes

# Item # EU Type ES‘::::::; ER# | Acquisition Date Acquisition File Name(s) Hash Value Verified? Notes
1
2
3
4
5
6
7
8
9
10
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Data Analysis

*Non-native or uncommon application data.
Native and common application data are not verified due to their historically accurate parsing.

DME Analytical Notes

Source Parsed | Parsed | Parsed

# | ttem #(s) EU Category / Type Source S s |G| @ Excluded Resu!ts Count Resu!ts Count | Results Count | .., Notes

) ) (PE) (Vir/Unk) Count Unique (U) Duplicates (D) Total
1 N/A
2 N/A
3 N/A
4 N/A
5 N/A
6 N/A
7 N/A
8 N/A
9 N/A
10 N/A
11 N/A
12 N/A
13 N/A
14 N/A
15 N/A
16 N/A
17 N/A
18 N/A
19 N/A
20 N/A
21 N/A
22 N/A
23 N/A
24 N/A
25 N/A
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Video Analysis

DME Analytical Notes

Item #

EU

Original Recording Name

Derivative Name (N/A)

Video Codec (FourCC)

Proprietary Player

Pixel Dimensions (Width)

Pixel Dimensions (Height)

Average Frames Per Second (FPS)

Duration (hh:mm:ss.ms)

Frame Count (Calculated)

N/A

N/A

N/A

Frame Count (Other)

Color?

Black & White?

Infrared?

Number of Cameras

Audio Present?

Audio Codec

Notes

Item #

EU

Original Recording Name

Derivative Name (N/A)

Video Codec (FourCC)

Proprietary Player

Pixel Dimensions (Width)

Pixel Dimensions (Height)

Average Frames Per Second (FPS)

Duration (hh:mm:ss.ms)

Frame Count (Calculated)

N/A

N/A

N/A

Frame Count (Other)

Color?

Black & White?

Infrared?

Number of Cameras

Audio Present?

Audio Codec

Notes
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DME Analytical Notes

General Analysis

Item #(s) Notes
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DME Analytical Notes

Communications
# Date Description
1
2
3
4
5
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Examination & Analysis Complete

DME Analytical Notes

Examination Results Media Description EU
Archive Type
Archive Name N/A
Password N/A
Source/Archive CRC32 Value
Archive Hash Value
Production Method
Production Date N/A
Production Verification Hash Value
Return Method Returned w/in a [package] [w/in / attached to] Container # N/A
Notes N/A
Evidence Sources Media Description EU
Designation DME[#] N/A
Archive Type
Archive Name N/A
Password N/A
Source/Archive CRC32 Value
Archive Hash Value
Production Method
Production Date N/A
Production Verification Hash Value
Return Method Returned w/in a [package] [as / w/in / attached to] Container # N/A
Notes N/A
Electronic Case File [ECF] Media Description EU
Archive Type
Archive Name N/A
Password N/A
Source/Archive CRC32 Value
Archive Hash Value
Production Method
Production Date N/A
Production Verification Hash Value
Notes N/A

End of Notes
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DME Analytical Notes

Audit Log

I Date I User I Worksheet I cell I New Value I Previous Value I
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DME Analytical Notes

Fields

Printed: 4/28/2020

# | Preliminary Review Status | Container Type Item Type Item Status Equipment nboard Write-Protection | Interface | Form Factor | Yes / No | Acquisition Type Derivative Name Archive Type Production Method
1 [Approved Blu-ray Disc (BD) Examined |7-Zip (72) Tab-In Firewire |11 [Yes Clone Derivative Name ( 7-Zip (72) archive Burned archive and hash file to Blu-ray disc (BD)
2 Compact Disc (CD) [Acquired _|Acrobat Pro (AcP) Tab-Out icC 20 No File System Derivative Name 7-Zip (72) split archive Burned archive and hash file to compact disc (D)
B Conducted Electrical Weapon (CEW) Analyzed  |Acrobat Reader (AR) Tab Removed by Examiner _|PATA (IDE) [3.0 N/A Logical Derivative Name (Other) Self-extracting 7-Zip (72) archive Burned archive and hash file to digital versatile disc (DVD)
2 Data Cartridge N/A [Adobe Bridge (AB) N/A [sAS 18" Unknown_|Physical Derivative Name (N/A) 7-Zip (72) split archive Burned archive and hash file to dual-layer Blu-ray disc (8D-DL)
5 Desktop Computer Other |Android Studio / SDK Other SATA N/A Encrypted and p pr , 7-Zip (72) archive Burned archive and hash file to dual-layer digital versatile disc (DVD-DL)
6 Digital Camera [Autopsy (AT) Unknown scsi Other Encrypted and p D , 7-Zip (72) split archive Burned archive and hash file to triple-layer Blu-ray disc (BD-TL)
7 | Digital Video Recorder (DVR) AVicodec (AC) |sD Unknown Encrypted and p pr , 8, 7-Zip (72) archive Burned archive and hash file to quad-layer Blu-ray disc (8D-QL)
B Digital Video/Versatile Disc (DVD) /AVS Media Player (AMP) uicc Encrypted and password-protected, self-extracting, 7-Zip (72) split archive Electronic File Transfer (EFT)
9 Feature Phone [Axiom (AX) USB. [IP archive [Wrote archive and hash file to hard disk drive (HDD)
10 Flash Drive Axiom FFmpeg (AXF) /A rz:w split archive Wrote archive and hash file to network-attached storage (NAS)
11 Global Positioning System (GPS) Amped FIVE (AF) Other Other Encrypted and password-protected, ZIP archive No Electronic Case File (ECF) archived
12 Hard Disk Drive (HDD) Arsenal Image Mounter (AIM) Unknown _|Unknown Encrypted and password-protected, ZIP split archive No Results produced
13 Laptop Computer |BinText (BT) N/A No Evidence Sources produced
14 [Memory Card Camtasia (CT) Other N/A
15 Player Chip-Off (CO) Other
16 Network-Attached Storage (NAS) ClearlD Photoshop Filter Plugins (CID)
17 Printout 'CODED
18 [Server Dcode (DC)
19 Smartphone dd (DD)
20 |Solid-State Drive (5SD) '?Jmity (0U)
21 [ Tablet DME-COMPUTER-1 (DC1)
2 Universal / Integrated Circuit Card (U/ICC) DME-COMPUTER-2 (DC2;
23 |Video Cassette DME-COMPUTER-3 (DC3;]
2 [Video Game Console DME-COMPUTER-4 (DCA)
25 N/A DME-COMPUTER-5 (DC5]
% Other DME-COMPUTER-6 (DC6)
27 Unknown DME-COMPUTER-7 (DC7)
28 DME-COMPUTER-8 (DC8)
29 DME-MOBILE-1 (DM1)
E) DME-MOBILE-2 (DM2)
31 DME-MOBILE-3 (DM3)
32 DME-VIDEO-1 (DV1)
33 DME-VIDEO-2 (DV2)
34 dTective Avid AVX Plugins (DT)

DVR Examiner (DE)

DVR Pro (DP)

EnCase Forensic (EF)

Epilog (EG)

39 ESEDatabaseView (ESEDV)

40 Evidence Sync (ES)

41 ExifDataView (EDV)

42 ExifTool (ET)

43 FFmpeg

a2 Frplay

45 FFprobe

|46 FinalMobile Forensic (FMF)

47 Forensic Toolkit (FTK)

148 Forensic Toolkit Imager (FTK-1)

49 Forensic Toolkit Imager Lite (FTK-IL)
50 Forensic Toolkit Registry Viewer (FTK-RV)
51 Forensic UltraDock v5 (FUD)

52 FreeCommander XE (FC)

53 FreezeFrame (FF)

iy

FuriousGold (FG)

Google Chrome (GC)

5

5!

56 |Google Earth (GE)

57 GrayKey (GK)

58 Griffeye Analyze (GA)

59 Gspot (GT)

60 HashMyFiles (HMF)

61 HstEx (HX)

62 ImgBurn (18)

63 In-System Programming (ISP)

64 Intensity Shuttle (IS)

65 Internet Evidence Finder (IEF)

66 1P-BOX

|67 IrfanView (IV)

le8. Iron Python (IP)

Lis IsoBuster (ISB)

70 [John the Ripper (JTR)

71 UTAG (JTAG)

72 Live View (LV)

73 Log Parser (LP)

74 MacQuisition (MQ)

75 MDSsummer (MD5s)

76 Media Composer (MC)

77 Media Express (ME)

78 Media Player Classic - Home Cinema (MPC-HC)
Medialnfo (MI)

MEncoder (ME)

MFT Hex Chomper (MHC)

MFT Stampede (MS)

Microsoft Access (MA)

BEHEEE

Microsoft Excel (ME)

Microsoft Word (MW)

&

Mimikatz (MK)

Mozilla Firefox (MF)

£

Mplayer (MP)

NetAnalysis (NA)

Notepad

Notepad++ (NPP)

Nuix Evidence Mover (NEM)

Nuix Investigator (NX)

EEEEEEEEEE

®

Nuix Proof Finder (NPF)

Omnivore (OV)

HE

[Omnivore Viewer (OV-V)

]

Paladin (PL)
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DME Analytical Notes

Fields
Printed: 4/28/2020

[7# ] Preliminary Review Status | Container Type Item Type Item Status Equipment Onboard Write-Protection | Interface | Form Factor | Yes / No | Acquisition Type Derivative Name Archive Type Production Method
}2 Passware Kit Forensic (PKF)
99 Password Recovery Toolkit (PRTK)
100 PerpHound (PH)
101 Photoshop (PS)
102 Plutil (PU)
103 Premiere Pro (PP)
104 Proxxon MICRO Mill MF 70 (PMM)
105 Python (PY)
106 QuickTime (QT)
107 Rainbow Tables (RT)
108 Registry Explorer (RE)
109 Registry Recon (RR)
110 RIFF Box / JTAG Manager (RB)
111 SAMInside (S1)
112 |Sireda Test SD Socket Adapter (STSSA)
113 [SMART (SMART)
114 sQLite Expert Professional (SEP)
115 StarWitness (SW)
116 [Talon (TL)
117 Talon Enhanced (TLE)
1 |TeraCopy (TC)
1 The Sleuth Kit (TSK)
1 [TimeLord (TL)
1. UFED 4PC (U4PC)
1 UFED Cloud Analyzer (CA)
1. UFED Downloader (UDL)
124 UFED Physical Analyzer (PA)
125 UFED Touch 2 (UT2)
126 UFED Touch Ultimate (UT)
127 UFED User Lock Code Recovery Tool (JULCRT)
8 Ultrabay Forensic Card Reader (UFCR)
9 Ultrabay If Forensic Bridge (UFB)
UP-828 Programmer (UP-828)
USB View (UV)
USBDeview (UD)
VideoFocus Pro (VFP)
4 VideoPro (VP)
5 VideoToaster (VT)
6 VirtualDub (VD)
7 VLC Media Player (VLC)
VMWare (VM)
Weet

4 [Windows Media Player (WMP)

2 'Wndows Registry USB WriteProtect (WRUB)
142 [Windows Subsystem for Linux (WSL) + Ubuntu Linux (UL)
143 WinFE (WFE)

140 WinHex (WH)

145 Wireshark (Ws)

146 [XRY / XACT (XRY / XACT)

147 X-Ways Forensics (XWF)

148 Z3X-Pro Box / Z3X Easy ITAG Suite (23X)
149 N/A

150 |other
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